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Keepl ng your
Finances and Data safe

The role of the trustee in Cyber Security
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We ar e “leowi uddraicyh)eg resilient
thirdsectorinScot | and”’

1. Embeddingyber resilience in the SC¥@nior Leaders Programme
2. Embedding cyber resiliencedns5 A I A U-8zE) /| KS®$aaYS:
3. Engagevith third sector boards tensure cyberisks are considered

4. SCVO Cyber Essentials grants scheme



Being cyber resilient Is;:

1. Taking actions to reduce the riskcgberbreaches

2. Makingsure that if a breach occurs you are able to
respond without losing businessntinuity

EVOLUTION
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A cyber breach is:

1. A cyber breach is an incident in which data Is lost
or stolen.Such as:
AFinancial data (actual ££)
A Security data (usernames/passwords)
Al?ersgnal data (emails, address, phone numbers, medical
RI Gl X0
2. In some cases, security data or personal data could
0S YZ2ZNB wozaufteQ UKFIyYy F;

3. New requirements around cyber breaches are
iIncluded in GDPR
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Myth Vs. Reality
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Wh at |

breaches?” -

Myth:
Hackers,
Ransomware,
Viruses

Ooops, your files have been encrypted!

What Happened to My Computer? A

'Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

y nt will k ise
Payment will be raised on B8 Can 1 Recover My Files?
51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left 'You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,

click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
aRt AP

P

52012017 00:47:55

Time Left

Send $300 worth of bitcoin to this address |
bitcoin =
ezl d | 129YDPgwueZ9NyMgw519p7AABisjré SMw
— [ CheckPament N Deeomt

Reality

a iy of business who have
experienced a breach said
the root cause was a X
Gy S3It A3ASyid SYlI
contractole @

AA cyber breach is not
always a cybeattack.



What is main cause of Cyber
Breaches?

However, research also shows that:
a ¢ Kh&st common breaches or attacks were via
fraudulentemaills,

followed by viruses and malware, and ransomege

EVOLUTION

So | ask myself:
Isthat negligent employees?
Or falling victim to crime?
Who Is responsible?
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Who carries out cyber attacks?

AMyth: International, state ~ AReality: Often it is
sponsored hackers. opportunists, taking advantage

AHighlyorganised and trained  ©f weaknesses, looking for an
criminal gangs using top of ~ €asY £
the range technologies A Often usingeasily accessible
software, or simply an email

-
|




Who are the targets?

AMyth: Hackers are only AwSF t Al0eéeyY 9d
interested In big business andi\wnhoever takes the bait.
high-profile companies with

lots of money or data AThe vulnerable?

NY(7 Grandma?

EVOLUTION
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©® GENERAL BUSINESS FINDINGS ®

o———— EXPERIENCE OF BREACHES ——°

mmm O/ among micro/small
= aram =0 45/0 businesses

oooll==(25|=2 o

T o T | [ | /o o 660/ among medium/large
. O businesses

of UK businesses overall

identified cyber security
breaches or attacks in the |

last 12 months 4‘] O/ among businesses who say
—— ﬁ =0 © online services are not at all
Q

core to their business

AMONG THE 46% WHO IDENTIFIED A BREACH OR ATTACK

S S

23 20 10+ 9 9 6

Had a Had software Had a permanent Lost access Had their website Had money,
temporary loss or systems loss or change to third-party slowed or taken assets or
of files corrupted of files or systems they down intellectual

personal data rely on property stolen
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What are the types of threats?

AAccidental loss of data AViruses
Alnsider treats AMalware
A Disgruntled employee? A Spyware
A Opportunity? A Ransomware
A Making a statement ADDoS

whistleblowing?
A Moving to a competitor?
A Incentivised?

ASocial Engineering ABYOD
A Phishing A Policies
A Spearphishing A Security software

A Whaling
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The role of the Trustee



The role of the Trustee

AAssume that you will have an attack or a breach

AYou probably already have!

At S2LJX S gAff o0S GSadAay3a &
Are they even locked?

EVOLUTION
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The role of the Trustee

AAssesthe likelihood and severity of threats
AHave boardevel discussions
AHave Cyber Security on your Risk Register

A Protectingyour technology from threats (IT secuyity
AEnsuring/our Data isnanaged properlyGDPR)

A Protecting staff from Scams (Education)
AResponse ensuringousinessontinuity (Resilience)



Lock your doors!

ACyber Essentialssa governmenbacked,
Industry supported scheme to help

organisations protect themselves against
common cybeiattacks.

QU

Ensure you have covered basic best practice

EVOLUTION Compliance with GDPR, having adequate policies in pla
| dZNNBYy i NBIdANBYSYy(d F2NJ

Possible requirement for a wider range of contracts

ok~ o0 bR

Even if not a requirementiooked upon favourably

1'a LI NI 2F 0KS AYLIX SYSydl aAa
Cyber Resilience Strategy, consideration is being given to
adding cyber accreditation farther procurementconditions.

s ( l



Don’t be an easy

AThe most common breaches are simple and avoidable
AThey are aimed at those who have not taken any steps

to prepare.

QO

: : IDONTHAVETO
AWho is responsible for your [t

EVOLUTION aiulF FFQa (1y2eof

ABe aware that CEOs are
often the biggest targets
and the weakest links.

A (And oftenthe most difficult
to educatg
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Discuss



DIScussS

A2 KIFd Aa UOKS AYLI OO 2y 2dz
filnances oexistence Iif sensitive internal or
customer information held by the company were to

be lost or stolen?

QU

EVOLUTION




DIScussS

AWhat isthe impact on the business if our
online services were disrupted for a short or
sustained period?
| |

QU

EVOLUTION




DIScussS

AWhat do you think is the most important first
step/s for Trustees to address the topic of
Cyber Resilience?

EVOLUTION
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What should we do now?



Most important first step/s?

ATake it seriously at board level
AAssess the risks

AEngage your staff
AConsider accreditation (Cyber Essentials)

QU

EVOLUTION
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Offer:

We would be happy to come to speak to your board
on Cyber Resilience or Cyber Essentials

Get In touch:onedigital@scvo.org.uk

Guidance for Trustees and boards at:

https://www.ncsc.qov.uk/guidance/riskmanagementand-risk-analysispractice
https://www.ncsc.qgov.uk/quidance/10stepsboard-level-responsibility




Being cyber resilient Is;:

1. Taking actions to reduce the riskcgberbreaches

2. Makingsure that if a breach occurs you are able to
respond without losing businessntinuity

EVOLUTION




